ColorX Laminate Security Features

ColorX provides a range of products designed to serve the durability and

security needs of ID card.   These products are called out below along with a brief description of the functions they perform.  Before getting into this product discussion, however, it is important to review the reasons why they were developed.

Market Background - The Durability Issue:


Shortly after the introduction of  ID documents produced on PVC cards by

thermal dye sublimation printers, problems began to appear related to dye

migration, fading, and unanticipated accelerated wearing of the cards.

During a time frame of about a year from the introduction of this product,

actual customer experience and independent laboratory tests began to reveal

that the protective resin coatings released from the printhead ribbon were

not performing adequately.  This breakdown of the resin coatings was

estimated to take place in about 6 months to 18 months.  Many users of

these dye sublimation printers  required a far longer life for their ID

documents.  To overcome this problem several printer manufacturers added a

hot roller station to their printers and began applying a hot stamped foil

(with or without a security hologram).  The thin hot stamped foils extended

the life of the cards for an additional 12 to 18 months, but they too

ultimately began to fail at an unacceptable rate.


As a result of the above, a one mil polyester overlaminate product was developed that provided protection for the printed ID Card over an extended period of time estimated to be in the 5 to 10 year range.  For over 20 years,  polyester has been successfully used (as a pouch) to protect ID documents.   

Market Background - Security:


Since the introduction of color laser copiers, desktop publishing software

and computers, digital cameras and the internet, everyone can now be an

expert counterfeiter.  In the past a counterfeiter had to have graphic

skills and access to printing facilities.  It has been estimated by

Battelle Laboratories, conducting a study for the US House of

Representatives that, in the past only two percent of the US population had

these printing skills.  This is contrasted to the present situation in

which no skills are required.  Now, we are all expert counterfeiters since we all have access to the technology advancements called out above either through

our occupation, or service bureaus, or via our own desktop computer

equipment.


As a result of this technology threat to ID cards, it appears that, in

order to protect the integrity of ID systems, the ID documents produced must include a visual security feature technically referred to as

an Optically Variable (Security) Device (OVD).  These OVD must be

apparent to the human eye and they must change color or image, or both when

viewed from different angles.  It is this change that cannot be duplicated

by any of the graphic technologies available today.  If the ID documents

are not protected with an OVD, then the system is subject to compromise as

soon as the first ID card is issued.


Why use an OVD?  Why not use one or more of the many printing security

features that have been available for at least 20 years?   The answer is

that these printing security features can be copied by the color laser

copiers that are available today.  A few years ago Battelle Laboratories

conducted an independent analysis  of the security features available and

concluded that OVD’s offer the greatest amount of protection from color

laser copiers, desktop publishing and (now) digital cameras because of the

OVD’s color change, or image change or both.  

Clear Overlaminate - This one-mil clear overlaminate is designed to

extend the life of the ID document from the one to two year range to a card

that will last for 5 to 10 years without dye migration, fading or premature

wearing out.  The following table displays the performance results of the

various coatings and laminate when subjected to a standard laboratory

abrasion test.

ACCELERATED LIFE TESTS - ABRASION


The Product





Minimum Taber Cycles









For Experiencing Failure

_________________________________________________________________


  Resin Coatings From The Print Ribbon



250 Cycles

  Thermal Transfer Hot Stamped Films


     
400 Cycles

  Thermal Transfer Thin Films With Holograms


200 Cycles

  ColorXís One Mil Polyester Overlaminate

         8,400 Cycles

Clear Overlaminate For Use On Cards With Magnetic Stripes: -


Again, the same protection is provided from the environmental factors

that would  negatively impact the ID document.  This overlaminate, however,

is not as wide as the full coverage overlaminate.  It does not cover the

magnetic stripe area thus  accommodating direct contact with the magnetic

stripe by the magnetic stripe readers.  The result is protection for the

information on the back of the card while still allowing for magnetic

stripe reading.

Overlaminate With chemical coating Security Feature -


In addition to the durability protection achieved with the clear one-mil

polyester overlaminate, the chemical coating security feature provides

protection from counterfeiting and alteration.  A chemical coating  that has the attributes of changing color from transparency,  to

orange and then green when viewed from different angles.  This trimodal

process cannot be duplicated by any graphic technology available in the

world today.

Overlaminate With A Hologram Security Feature -


The most popular security feature from an esthetic point of view is a

hologram.  Holograms cover the full surface of the ID document.  They

change image when viewed from different angles.  This change can not be

duplicated with any  of the graphic technologies available today.


While holograms are the most esthetically pleasing in the general view of

observers, they do have some drawbacks related to their level of security.

Overlaminates with Luster Ink Security Features:


Luster inks have the property of changing from transparency to one color -

typically, gold or silver.  Like the other security features defined above,

this change cannot be duplicated by the graphic technologies available

today. Typically, luster inks are the least expensive of the security

features and, it is for this reason that they are reasonably popular for

security applications.  Unfortunately, luster inks are very prone to

simulation using commercially available inks or dyes.  Accordingly, they

are at the low end of the continuum of visual security products.  Clients

need to be made aware of this security weakness and weigh that weakness

against   the impact counterfeiting or alteration would have on their ID

system.  If the negative impact of  security risks are  low  then luster

inks hold potential.


There are many other security features that can be included on the ID

document to provide  protection in addition to the OVD.  Typically, the

more security features included in a document the more difficult it is to

alter or fraudulently duplicate it.  These security features can be overt

or covert.  A few examples of the options available follow:


UV/ Ink -- This security feature is covert in that it is not apparent to

the human eye unless a special black light is passed over it.  This

security feature is typically provided in a random repeating pattern in a

design that is customized for the client.
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Micro Printing -- This option provides  small printed characters that may

or may not be visible to the human eye without  a magnifying device.  It

can be customized to meet a clientís specific needs.  it can be in a random

pattern or in registration at a specific location on the card.  It can be provided as preprinting on card or on the overlaminate.


Fine Line Printing -- A broad range of colors and customized designs can

be printed on the card or the laminate at the time of card manufacturing

for the purpose of making the card more difficult to duplicate.  These

patterns can be random or in registration, located in a specific position

on the card or overlaminate

Trends And Opportunities:


Clearly, the introduction and proliferation of desktop publishing, color

laser copiers, digital cameras and the internet have created a very

exciting opportunity to add value to the sale of ID systems.  If an ID card

must last for more than a year and if there are security concerns of even

minor proportion, serious discussions should be held with the prospective

client concerning these  important issues.  Understandably, the major

effort associated with an ID system sale is directed to the printer, its

options and the software needed to meet the client’s performance needs.

However, borrowing from that old axiom that a system is only as strong as

it weakest link and given that the ID card is the most exposed part of an

ID system, it is most important to  address the issue of document

performance and fraud potential as well.

